The publication of private data in user profiles in a both secure and private way is a rising problem and of special interest in, e.g., online social networks that become more and more popular. Current approaches, especially for decentralized networks, often do not address this issue or impose large storage overhead. In this paper, we present a cryptographic approach to Private Profile Management that is seen as a building block for applications in which users maintain their own profiles, publish and retrieve data, and authorize other users to access different portions of data in their profiles. In this course, we provide: (i) formalization of confidentiality and unlinkability as two main security and privacy goals for the data which is kept in profiles and users who are authorized to retrieve this data, and (ii) specification, analysis, and comparison of two private profile management schemes based on different encryption techniques.
Introduction
Publishing personal profiles and other means of sharing private data are increasingly popular on the web. Online social networks (OSN) arguably are the most accepted network service, today. Facebook alone, serving a claimed base of over 500 Million active users 1 , surpassed google, and currently enjoys the highest utilization duration by their users and one of the highest access frequencies of all web sites since January 2010 2 . Its users share 90 pieces of content per month on average, mainly consisting of personally identifiable information. Protecting this data against unauthorized access is of utmost importance, since users store private and sensitive data in their OSN profiles.
The confidentiality of published data, meant to be shared with only a chosen group of users, is already important in centralized services. Yet, it becomes even more pressing when establishing decentralized OSN, which have been proposed recently [8, 4, 13] in an attempt to avoid the centralized control and omnipotent access of commercial service providers. Unlinkability is the more subtle requirement of protecting the identity of users who are successively interact or access certain chunks of published data. It frequently is missed and only few general solutions achieve this privacy goal [2] .
A serious corpus of solutions has been proposed to address these issues in the past. Yet, there so far exist no appropriate definitions for secure and private management of user profiles as we show in Section 2.
Contributions. In this paper, we take a cryptographic approach to address the management of user profiles in a secure and privacy-friendly way. To this end, our first contribution is to come up with an appropriate formal model for private profile management aiming not only on privacy of published data (confidentiality) but also on privacy of users (unlinkability) who are allowed to access this data. We define and model several fundamental properties of a Profile Management Scheme (PMS). In particular, the ability of users (profile owners) to publish and remove data, as well as to grant, modify, and revoke access rights to the published data. We consider PMS as an independent building block, without relying on higher-level applications, network infrastructures, or any trusted third parties to perform its tasks.
Our second contribution are two provably secure PMS solutions based on different techniques: our first scheme PMS-SK combines symmetric encryption with shared keys that are then distributed amongst the authorized users. Our second scheme PMS-BE involves broadcast encryption techniques. As we will see, both solutions have their advantages and disadvantages with respect to their performance and privacy. In particular, PMS-SK provides confidentiality and perfect unlinkability, but imposes an overhead of keys linear in the number of attributes a user is allowed to access. PMS-BE reduces the key overhead to a constant value at the cost of lower privacy, expressed through the requirement of anonymity, which we also model and formally relate to the stronger notion of unlinkability. We further discuss the trade-off between privacy and efficiency by evaluating complexity of both approaches (in theory and practice based on statistics of some popular online communities) and suggest several optimizations that could further enhance their performance, while preserving their security and privacy guarantees.
Organization. In Section 2 we discuss drawbacks of previous cryptographic and noncryptographic work on private management of user profiles. In Section 3, we introduce our formal model for such schemes and define two requirements: confidentiality of private data and unlinkability of users. In Sections 4 and 5 we specify our PMS-SK and PMS-BE solutions, evaluate their complexity (incl. possible optimizations) and formally address their security and privacy properties. In Section 6 we investigate the impact of our schemes on real-world communities such as Facebook, Twitter and Flickr.
Related Work
Substantial amount of work has been done in the field of secure and private publication of sensitive data in online social networks (OSNs), demonstrating threats and proposing countermeasures. For example, Gross et al. [14] and Zheleva et al. [24] studied how access patterns of users to the information stored in user profiles and how membership of users in different groups can be exploited for the disclosure of private data. Amongst the non-cryptographic solutions is the approach proposed by Carminati et al. [7] , where access to private data is modeled using semantic rules taking into account the depth of social relationships and the amount of trust amongst the users. In addition to being semi-centralized, this approach requires synchronous communication -a significant limitation in our case. There exist several cryptographic approaches to improve confidentiality and privacy in existing, mostly centralized OSNs: Lucas et. al [17] presented
